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IMAGE IMAGE

The Liberian flagged, Greece-owned 
and operated bulk carrier was hit by 
a remote-controlled sea drone and 
an aerial projectile southwest of 
Hudaida on June 19.

An unmanned vehicle damaged the 
port side of the tanker. 
A major concern for unmanned surf
ace vehicles (USVs) is that they hit 
the vessel's waterways, which could 
result in water flowing through the 
holes, causing the vessel to sink.
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Case of Sea Drone Terrorism (1)
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<Table 1> Drone terror incidents over time 

<Table 2> Drone terror incidents over time 
▶ The number of drone terrorism cases 

has been continuously increasing since 2018.

▶ From 2023, crimes in the sea using 

Houthi rebels' maritime drones are increasing.

Related Statistics

Reference : GTD(Left), ACLED(Right)



Related Statistics + Global News

Reference : Polarismarketresearch(Left), BBC & CNN(Right) 6
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UUV

Unmanned Underground Vehicle

+

USV

Unmanned Surface Vehicle 

+

UAV

Unmanned Aerial Vehicle

+

IMAGE IMAGE IMAGE

Check

DRONE
“An aircraft that can fly via remote control or autonomous control, 
and does not carry passengers or crew”
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WHY DRONE?

Manufacturing

Able to 
manufacture 

drones                      
in large quantities           

at low cost

Attack

Using drones 
primarily to create 
navigation threats 
without causing 
direct damage       

to vessels.

Cost Efficiency

Forces the 
international 

coalition to deploy 
expensive air 

defense systems 
against relatively 

inexpensive devices

Hard to Detect

Maritime drones 
are difficult to 

detect due to their 
small size

Opposition

Drones are a 
challenging weapon 

system to defend 
against

Carrying and 
Mobility

Drones can carry 
large amounts of 

explosives and 
strike targets 
hundreds of 

kilometers away

According to data from ACLED, armed groups have recently adopted drones as weapons, 
with about 40% of all terrorism being drone-related incidents.

Check Point
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The effectiveness of drones is 
encouraging pirates to explore similar technology.

Reasons for necessity of Revision

Therefore,

It is crucial to include 
specific guidelines related to drones 

in maritime safety regulations.

SUA 
CONVENTION

MSC.1
Circ.1334

ISPS
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SUA Convention

The SUA Convention
(Convention for the Suppression of Unlawful Acts
Against the Safety of Maritime Navigation)

The SUA is an international treaty designed to address unlawful acts at sea, 
particularly piracy and threats to the safety of ships.

The guidance does not currently address 
the rapidly developing technological threat
posed by drones.
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SUA CONVENTION Article 2

AFTERBEFORE
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SUA CONVENTION Article ３

AFTERBEFORE

⋮
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MSC.1／Circ.1334

MSC.1 Circ.1334
Piracy and Armed Robbery against Ships

MSC.1/Circ.1334 serves as an essential standard, providing specific 
guidelines on countering maritime terrorism and security threats.
It primarily addresses traditional security threats posed by pirates and 
terrorists, with a focus on enhancing physical security on board ships and 
ensuring the safety of crew members.

The guidance does not currently address 
the rapidly developing technological threat
posed by drones.
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MSC.1／Circ.1334

Threat Analysis and Assessment System

57. Encourage the advance analysis and assessment of drone threats to ships and maritime facilities.

Include procedures for evaluating the possibility of drone attacks, types of drones, attack methods,

and potential damage.

58. Collect information on drone size, speed, flight range, and equipped devices

(e.g., explosives, surveillance equipment) and use this data to establish a threat model.

58. Build advanced technology systems to detect and track drones, incorporating radar,

radio frequency detectors, optical, and infrared sensors into an integrated detection system

to identify and track drones early. This system should help in early identification of potential threats.
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MSC.1／Circ.1334

Drone Countermeasure and Neutralization Technologies

60. Install electronic jamming equipment to interfere with or neutralize drone control signals,

blocking remote operation or flight path control. This system should target specific frequency bands

to disrupt the drone's remote control system.

61. Utilize technologies to physically neutralize drones. Install systems that use high-speed missiles

or projectiles to destroy drones, employ net-launching systems to physically capture drones,

and install electromagnetic railguns to destroy drones.

61. Implement AI-based autonomous defense systems to detect drone approaches in real time

and automatically take countermeasures. These systems should analyze drone flight patterns

and determine appropriate responses automatically.
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MSC.1／Circ.1334

Emergency Response Procedures and Cybersecurity

63. Establish procedures for immediate response to drone attacks. Include steps for activating electronic jamming systems

upon detecting a drone, preparing physical neutralization equipment, and formulating tactical response plans

to enable crew members to respond swiftly and effectively.

64. Enhance cyber security measures on ships to protect against cyber-attacks using drones.

Regularly perform security checks and updates on remote control systems of drones to ensure robust protection.
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MSC.1／Circ.1334

Training, Education, and Collaboration

65. Incorporate drone attack response training for ship crews and maritime security personnel.

Focus on drills and simulations based on drone attack scenarios to effectively use counter-drone technologies

and enhance practical response capabilities.

66. Establish systems for exchanging information and collaborating on drone attacks. Strengthen cooperation

and information sharing between ship operators and maritime security agencies to quickly exchange information

and develop joint response strategies.
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ISPS Code

ISPS Code
(International Ship and Port Facility Security Code)

The ISPS Code is designed to protect ships and port facilities from 
maritime terrorism and illegal activities.
It enhances the safety of maritime networks by assessing security risks 
and implementing protective measures. 

The current ISPS Code lacks clear guidelines 
for advanced unmanned equipment, 
making it difficult to effectively address 
new security threats posed by drones. 
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ISPS Code – Part A

PA
R

T A
Mandatory requirements regarding the provisions of chapter XI-2 
of the Annex to the International convention for the Safety of life 
At Sea, 1974, as amended

8.4.5 Identification of emerging technological threats, 
such as unmanned marine drones used for unlawful 
or terrorist activities.

9.4.19 Procedures to detect and mitigate unmanned
aerial and marine drones.
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ISPS Code – Part B

PA
R

T B
Guidance regarding the provisions of chapter XI-2 of the
Annex to the International Convention for the Safety of Life at Sea,
1974 as amended and part A of this Code 

Security Measures Related to Drone Terrorism

9.50 The security measures relating to the drone terrorism should:
.1 prevent unauthorized access;
.2 protect passengers, ship’s personnel, and other agencies authorized to be on board the ship; and
.3 protect cargo and ship’s stores from tampering.

9.51 This plan includes measures for the prevention, detection, and response to technological threats, such 
as maritime drone terrorism. It applies to all crew members and relevant personnel on board the vessel.
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ISPS Code – Part B

Security Level 1 Security Level 2

9.52 At security level 1, the SSP should establish the 
security measures to be applied to drone terrorism, 
which may include:

.1 receiving basic training on threats related to maritime 
drones;
.2 operating basic surveillance systems for maritime 
drone detection; and
.3 establishing initial response procedures for 
emergency situations involving drones.

9.53 At security level 2, the SSP should establish the 
additional security measures to be applied to drone 
terrorism, which may include:

.1 installing and operating maritime drone detection 
system, such as radar or cameras;
.2 establishing a system to share information about 
maritime drone threats with relevant authorities;
.3 regular training on drone attack scenarios; and
.4 setting up an emergency communication network for 
rapid contact in the event of a drone attack.
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ISPS Code – Part B

Security Level 3

9.54 At security level 3, the SSP should detail the security measures which could be taken by ship, in close co-
operation with those responding and the port facility, which may include:

.1 deploying advanced maritime drone detection and neutralization technologies, such as jamming devices;

.2 conducting emergency drills for rapid response to drone attack incidents;

.3 operating real-time information collection and analysis systems for drone threats;

.4 strengthening onboard security inspections and regularly checking the functionality 
of drone-related equipment; and

.5 developing and integrated response plan for maritime drone attacks, coordinating with relevant agencies.
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MSC

(Maritime Safety 
Committee)

NCSR

(Sub-Committee on Navigation, 
Communications and Search and Rescue)

National Institution

MSC

NCSR

LEG (Review Request)

IMO Assembly

Direction 
of Suggestion

<A Proposal for Amendment><Chart of Related Organizations>
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Align with
IMO's Strategic Direction

“Threats such as piracy and armed robbery 
against ships could disrupt international trade, 

threaten lives and increase the burden 
on maritime transport.”

Strategic Direction
Is……

comprehensive plan aimed at supporting 
the sustainable development of the shipping 
industry while enhancing maritime safety and 
environmental protection. The IMO Assembly 
adopted the Strategic Plan for the six-year period 
2024 to 2029.

277



Align with
IMO's Performance Indicator
& Output Number
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Technology’s advancement aids humanity, 
but it simultaneously provides new weapons to those with malicious intent.

- Bill Gates

299

“
”



THANK YOU
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